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ODM Configuration Guide

Welcome to the Omics Data Manager (ODM) configuration guide.

ODM is deployed with the default template, set of vocabularies, and
required groups and can be used straight away. But in order to become
more efficient and better satisfy your needs, it can be configured.

In this guide, we will take a look at customizable settings and see what
and how you can change to make your day-to-day data management
more convenient and smooth.



Content

The following topics are to be discussed:

e Getting Started: How to set users, user permissions and groups

e Minimal metadata model: Why template is important, how it can be
changed

e Ontologies: What is the role of dictionaries and ontologies in the
system, and how they can be seen and updated

e Facets: How to configure the faceted search

o (Q&A Session
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Creating Users

There are a few ways to create users in ODM:

- Creating a user manually

- Creating users by running a script

- Automated user creation upon login (SSO is required)
- Users synchronisation via SCIM APIs

Once a user is created it cannot be deleted from the system, but can be deactivated.

Prerequisites: To create or deactivate a user, one should have “Manage
Organisation” permission.




Creating Users Manually

The users will be created one by one. Fast and easy way to create a small number
of users, but could be potentially error-prone.

L. New user
- Go to “Users and permissions” page )
ame
- Click on "+ New user” button hewliseE
- Enter name, email and temporary password. -
- Send the details to the user and instruct them to new_user@email.com
change the temporary password. i o
= Users and permissions + New user 1 be :
All users
) Name or email Confirm new password
27 users Permissions l ...........

. @ Alexey Dubovenko |ADMIN Manage organization Manage groups Set up temp m Cancel



Creating Users via Script

Users can be created by running a script. The process is similar to manual
creation, but has a few advantages which make it more suitable for creating a large
number of users:

1. The prepared file with the list of usernames and emails is used rather than
manual typing (less error-prone).

2.  Temporary passwords are auto generated.

3. Multiple users can be created in one go.

Prerequisites: To create a user, one should have “Manage Organisation”
permission, genestack python client configured, and the list of users prepared.

More detailed instructions on usage the users creation script and the link to the
repository with the script can be found on GitHub.



Creating Users with SSO

With the Single Sign On (SSO) configured new users are automatically created upon
the first login into the system. The users will have immediate access to studies
shared with everyone in the organisation.

The users still need to be added to appropriate groups for being able to:

- See the confidential studies shared with the specified groups only,
- Contribute to data (import new data and/or curate existing data).

(©) Omics Data Manager

Use your enterprise credentials to sign in.



Access Management via SCIM APIs

ODM has RESTful APIs for user and group management based on SCIM
provisioning. It can be used for integration with identity provider and establishing
automated access management based on regular synchronisation.

This approach is recommended for customers with an identity provider
supporting SCIM 2.0 specification as the most reliable and efficient. It reduces the
number of entry points for access management to just one system.

Groups A
Users 2

/Groups Retrieve a list of available groups

/Users Retrieve a list of all active users v
/Groups Add anew user group

/Users Add a new user v B
/Groups/{id} Retrieve a group by id

/Users/{id} Retrieve a user by id v
/Groups/{id} Update a group

‘ /Groups/{id} Delete agroup

/Users/{id} Update a user N

{ ‘ /Users/{id} Deactivate a user v B




User Management via SCIM APIs

- Originally developed for integration via Azure Active Directory

- Developed based on SCIM 2.0 specification

- May be used with any identity provider supporting SCIM

- More information in Swagger in the "Manage Organization" section

- Instruction for integration with Active Directory is located in the admin
guide.

2

Prerequisites: Call endpoints on behalf of a user with the “Manage Organisation
and the “Manage Groups” permission;

Note: For integration with access provides rather than Azure Active directory.



Active Directory Integration

The SCIM endpoints for automated user and group management have been
created in ODM so that Active Directory can now be the only entry point for user
management

The admin manages users in Active Directory:

- creates users and groups,
- adds users to the groups or removes users from the groups,
- deactivates users;

The changes propagate to ODM periodically. The schedule is configured in Active
Directory.

The admin has one entry point for managing users and their access in ODM.



Prepara‘uons before the First Sync

Create a technical user for user sync between Active Directory and ODM. The user
must have the “Manage Groups” permission so that the user has access to all groups in
ODM via API and in the web interface and “Manage Organisation” so that the user can
create new users in ODM.

- Check the list of groups and users in ODM and add the same users to the same groups
in AD.

- Check the group names for their uniqueness: remove or rename the duplicates.

- Create the “Curator” group in Active Directory and add users who should be able to
load and edit studies to this group. (There is no need to create the "All users" group in
Active Directory since this is a technical group in ODM, all users are added to this
group automatically.)

- Configure the User Provisioning in Active Directory for ODM application » admin
guide.



Technical Users

On a fresh installment of ODM a few users are created for technical purposes like
integration, autotests etc. Those users should not be deactivated, have their
permissions revoked or removed from groups. The password for these users can be
changed for security reasons.

= Usersand permissions + New user Tasks TeChnical users:

All users
[Q. . - root@genestack.com

- public@wgenestack.com

5 users Permissions
. @ Genestack Superuser | ADMIN Manage organization Set up templates Access all data B teSter—Curator@geneStaCk'Com
- tester_user@genestack.com
. @ Public [CJ Manage organization Set up templates [] Access all data
. o Tester-curator (] Manage organization Set up templates  [] Access all data

. @ Tester-user [J Manage organization [ Set up templates [] Access all data
3 tester user@genestack.comn
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Granting Permissions

Once the user is created the appropriate permissions can be assigned on the “Users
and permissions” page by ticking the corresponding box. To grant and revoke
permissions user should have the “Manage organization” permission.

root@genestack.com is created with the organization management permission.

=  Usersand permissions -+ New user © Quick guide Tasks  Maria Borodaenko

All users

() maria

3 users Permissions

. @ Maria Borodaenko |ADMIN = RETT Manage organization Manage groups Set up templates Access all data Configure facets

. maria.borodaenko@ger $ap

. @ Maria Lazarenko DEACTIVATEL [(J Manage organization [ ] Manage groups [] Setuptemplates [] Accessalldata [J] Configure facets
maria.lazarenko@genestack.con

« Create and deactivate users

Maria Researche SRR U e M S L ] A Id Confi f
. @ 'n Rest r r - R Miariie vitr periasicos ] Manage groups et up templates [] Access all data onfigure facets



Granting Permissions

There are five permissions available in the system. The description of the
permission is displayed when you hover over the mouse.

1. “Manage organization” - creating and deactivating users, changing their
passwords, and granting permissions.

2. “Manage groups” - access and manage all existing groups, even if you are
neither an admin nor a member of the group. Recommended for integration
purposes.

3. “Set up templates” - creating new and altering existing templates.

4. “Access all data” - access to all studies in the system. Recommended for
integration purposes.

5. “Configure facets” - setting desired list and order of facets in the Study Browser
for all users on the instance.
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Group Role

Groups are used in ODM for easier collaboration and for data sharing. They can
represent departments, project teams or any other preferred structure.

The list of all groups you are a member of can be browse on the “Groups” page.
A user with “Manage groups” permission can browse and manage all groups

available in the system.

=  Groups -+ New group © Quick guide Tasks  Maria Borodaenko

Another Test Group 2+ Data Team

Curator

2 members

_ A Q Name or email 2 New members
Infectious Diseases
Maria test group User Role
Precision Immunology Kevin Dialdestoro -
Lt Raan ettt Ao Group admin v

Test



Creating a Group

A new group can be created in ODM:

- (Creating a group manually in ODM
- Creating groups using SCIM API (automated access management)

Prerequisites: There are no prerequisites, any user can create a group and invite
other users into it. Users can see only those groups they are members of.

Default groups created upon installation, they should not be removed:

- Curator (special group granting edit permissions)
- All users (all users are automatically added to this group)



Curator Group

Curator group is a special group granting the edit permissions to its members.

Members of the Curator group are considered as curators. They can import new
studies and edit any study shared with them.

If a user is not a member the Curator they are considered as researchers and are
able just to browse available studies and retrieve data, but not contribute to it.

= Profile

— Groups -+ New group

&) Maria Borodaenko Iy
Another Test Group )

2+ Curator maria.borodaenko@genestack.com
tor . y
_ 16 members Groups: Test, Curator, Another Test Group, Maria test group
Data Team
) ) Q Name or email ; ;
Infectious Diseases : Change password Edit personal information
Maria test group User .
Precision Immunology @ Alexey Dubovenko
alexey.dubovenko@genestack.con

Test



Creating a Group Manually

- Go to “Groups” page

- (Click on "+ New group” button

= Groups | + New group

Another Test Group 9+ Anothe

- Enter the group’s name. Curator g
Data Team
You automatically become a member of the group Infsctiols Diseases Q Nampwee
and its admin. You are able now to add new Maria
New group

members and assign roles to them.

— Groups -+ New group

Another Test Group
Curator

Data Team
Infectious Diseases

Maria test group

Precision Immunology

22 New group

1 member
() Name or email

Q

User

Name

© Quick guide ] [ New group

+2 New members

Role

Group admin v



Sharing Data with a Group i

To share a study you should be the study Metadata Editor @) Multiplexed enrichm| - Share
owner - the user who imported it to ODM. | < Export data
. . . . MU  More info jenom| Lk
Share option is available in the Study = name
. o G l :

menu. Owners can share studies only with = Copy accession
a group they are members of. S [1 Save to bookmarks

PP More info

NOVV}LO, 2022,17:48 =
If you are not an owner you can browse the A il Default Template
owner and the groups it shared with in Complete e
“More info” and ask the owner to share it. 10 9022 17:48

Genestack Superuser

If the owner became unavailable, a new
owner can be assigned using a script. Shared with

All users
View content, Access file
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e Minimal metadata model: Why template is
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Minimum Metadata Model

Minimum Metadata Model is a list of attributes with their properties for each
data entity. It is described in a template. The template acts as a filter through
which you are looking at your data, it helps in both data exploring and data
curation.

ODM is installed with a Default template, you can modify it based on your needs
to improve curation and search capabilities. The properties should be agreed
among all users, so that the same attribute names and terms are used for data
capturing. This is crucial for search.

When you import data the attributes are matched on the template ones. The rest
of attributes are loaded as non-template. They are indexed and searchable, but
not validated.



Metadata Templates

In the template the following properties can be defined:

- The list of attributes for each entity,

- If the attributes are required,

- Expected data type (string, decimal, date, etc),

- If the attributes are read-only (recommended for IDs, links, etc),

- Ontologies for metadata validation

- Description for the attribute (will be shown during curation as a hint).

=  Template Editor [l Baseline Biospyder Template

Sample

Study P

Sample Name Required Metainfo type Read-only Dictionary
Accession Yes Text Yes

Library SAMPLE_ID Yes Text Yes

Preparation Sample Name Yes Text No

. Organism Yes Text No NCBI Taxonomy / GSF@47496
Expression

Tissue No Text No Uberon Anatomical Entities /



Metadata Validation

Values entered in the attributes are validated against

Organism
the template applied to the study.
Any inconsistencies are immediately shown to ease -
data standardisation. 12
)
Multiplexed enrichment and genomic profiling of peripheral blood cells reveal subs: o Tine
specific immune signature
Study Samples 8@ Libraries 80 1210 Expression
Y Filters
F G H I
& genestack:... Organism Sex Disease Age Age Unit Tissue Cell Type
GSF052047 F 24

GSF052048 5 24




Creating New Template

Creating a template manually: Templates

Name

- Go to the “Template Editor” page
- Choose the most relevant template
- Create a copy by clicking “Duplicate”

: [ Template for BZ
: W Agri

: W Agri2

- Optional: rename the template : W Agiciilture template
- Edit the template as needed. : i Antman
Rename
Duplicate »fault Template

Set as default mplate

Creating a template programmatically:

A template can be exported as a .json file, altered and imported back to ODM via a
script. The instruction and the script are available on the GitHub.

Prerequisites: “Set up templates” permission.




Changing Existing Templates

Existing templates can be altered at any time either directly in the ODM or by
running a script. The changes made to a template are immediately applied to all
studies using the template.

Note: The template is just a filter, it will never change you data. Hence, if an
attributes name is changed in a template, the values will still be under the old
attribute which will became “Not from template”. A new blank template attribute
will be displayed.

To “move” the values to the up-to-date attribute the Curation script can be used.



Assigning a Template

There could be many templates on the instance to have sets of attributes specific to
different study types. A template can be assigned upon study import or changed by a

curator later.

There is a scripts for facilitating
template management available
on the GitHub. It helps:

- Getting all studies using the
specified template

- Changing the template for a
bunch of studies

o Share

@2 Multiplexed enrichment and genomic profiling of |

! Choose template
IC prc

¢y Export data

v [l Default Template [FFZT

Rename il Maria Test Explore

Copy accession i Maria's Template

[J Save to bookmarks
Apply Cancel
More info
I8 Maria Test >  Maria Test is used for
Template metadata validation
. Explore
The human immun P S|
carry out a diverse Apply another el

immune profiling Ceu: rvovive e wvuviey iF



Default Template

If no template is specified during the data = Template Editor
import, the template which is set to be the oeaut tmpie Templates
default one is used. Thus, it is recommended il Default Template

The default template is applied to a st Choose another...
to set the most common template as the bstoibalbindld o i i .
Default Template for the instance. DDH
The current Default template can be found L Export

Copy accession

and changed on the “Template Editor” page.

] Add to bookmarks

More info

Prerequisites: Changing the Default template will require the “Set up templates”
permission.




Content

e Ontologies: What is the role of dictionaries and ontologies in

the system, how they can seen and updated
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Ontology Management

Dictionaries and ontologies provide metadata validation, used for generating
suggestions during metadata curation and search, and can be used for
extending queries by enriching it with the child terms.

Defining a set of ontologies used among the team and "speaking" using the
same terms is crucial for data harmonisation and ultimate search capabilities.

=  Study Browser ‘@ human € ’ @ (I Extend query t-
Homo sapiens
Access
Saved
9 My studies Human herpesvirus 5

Extend query

ollo

[l Forallusers human granulocytic anaplasmosis

| B3 Niacinamide
o human intestinal bacterium SNU-Julong73
[] BPC Human Biolt

Homo sapiens neanderthalensis

Homo sapiens ssp. Denisova



Browsing Available Ontologies

ODM is deployed with a default set of Dictionary
Ontologies: some of them are publicly 1l X

. . Disease Ontology Extended / GSFB00061
available like NCBI Taxonomy or Uberon 7t
Scope / GSF@00040

Anatomical Entities, others are created Cellosaurus Controlled Vocabulary / GSF00004
by Genestack team to facilitate your Methods / GSF000024
work. Gene Ontology / GSF000046
Uniprot Homo Sapiens / GSFo0@047
List of all available dictionaries can be Microarray Platforms / GSF@@0026
found in the dI‘OdeWH on the Template miRBase microRNA database entities / GSF000

Ethnic Groups / GSF000020

NCBI Taxonomy / GSF000042

Uberon Anatomical Entities / GSF@00043
Sex / GSF000022

ChEBI Ontology / GSF@@@044

Editor page.



Adding New Ontologies

Dictionaries can be loaded via a python script. The script allows loading
dictionaries hosted at FTP or HTTP web addresses or contained in a local folder. A
description to the dictionary can be added upon import. Loaded dictionaries will
be indexed and become available for all users.

Existing dictionaries can be updated by exporting them, applying changes and
importing to ODM.

“: "NCI Thesaurus", Supported formats:
g | 80 purl.ocbolibrary.org/obo/ncit.owl" CSV’ ]SON’ OWL’
OBO or TTL.



Validating against Ontologies

Once an ontology is defined for an
attribute in the template, all values
entered for the attribute in all
studies using the template are
validated against the ontology.

If the term used is not a preferred
label from the ontology, the
metadata is considered as invalid,
the user is notified.

The list of terms from a dictionary
can be found in suggestions for an
attribute using this dictionary.

Replace values

T Attribute Sex 2 Sex List of terms from the ontology

selected for the attribute in the template

Replace with }

@F 72 - ) ]

/

OM 8 female

hermaphrodite
intersex
Only filtered samples male

metafemale

N/A
superfemale
supermale

unknown

Bulk Replace window in the Metadata Editor
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Facets Configuration

Facets are a powerful instrument for =  Study Browser @ GSE66728, brain, Parkinson’s Disease, GTEX, an
searching relevant data in the Study W e D
Browser. e

Organism

[] Infectious Disease

The content of facets is filled in based on i ° O tnmunolog

[] Mus musculus ‘

the studies imported available in ODM and |

the quality of data curation. Helpful and ‘
effective facets will be shown in case the Study Type (1 Precision Immunalogy
[C] Single-cell Study 6

attribute names and terms for values are ‘
synchronised across the studies. ‘

] Oncology
| Human [C] Crohn's Disease

mellia sinensi
Jicametiasinens's [_] Immuno-oncology

(] Arabidopsis thaliana

[C] Lung Cancer

| Single-cell
| Clinical trial

[C] Bulk Study

The list and the order of facets can be
changed based on the attributes you work T
with frequently. i

| Expression profiling by a...



Facets Configuration

The changes made to the facets’ configuration will affect all users.

The changes made to the order of facets and/or attribute removal will be seen
immediately, meanwhile, newly added attributes are displayed only if there are
values available for these attributes among the data loaded into the system.

Prerequisites: “Configure facets” permission.

= Users and permissions -+ New user Tasks 6 Maria Borodaenko
All users

_) maria
1 user Permissions

(™A Maria Borodaenko | ApMin | E2H Manage organization Set up templates [] Access all data Configure facets
s Y maria borodaenko@genestack.con




Facets Configuration

To change the facets configuration: Data Species
(] Transcriptomics 3 : @ Dosi
- Scroll to the bottom of the facets and open (] Proteomics | Dos
the configuration window. Saomeiertion o

- Add desired attributes (either from the (] GRCh37 : @Am
template or non-template attributes) S

- Delete unneeded attributes.

- Adjust the order and save changes.

¥ Configure facets

Configure facets

Define metadata attributes to be
displayed as facets, and in what order.

Access

Signal type The attribute names are case-
sensitive, enter them as they appear in
metadata.

=i

Therapeutic Area

Study Code Saved changes are visible to all users

of your organization.
Indication ID
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Thank You!

Maria Borodaenko
Senior Solution Consultant

www.genestack.com

7S Genestack

Unlocking the Power of Life-Sciences Data
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